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Cybersecurity as a Financial Stability Issue

▪ The presentation makes a compelling connection between the expanding use of AI, cyber 

threats spreading through supply chains, correlations with credit risk premia, ex-ante 

resilience, and international cooperation. 

▪ Its major contribution is to frame cybersecurity not merely as an individual firm’s IT concern, 

but as a source of operational and potentially systemic financial risk.

▪ The proposed vulnerability assessments, cyber stress tests, incident-information sharing, 

mutual evaluations, and cyber resilience index offer practical starting points.
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AI and Cybersecurity Incidents
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What Exactly Does AI Change About Cyber Risk?

OFFENSE

Faster, more scalable, and more 
personalized attacks

DEFENSE

Better threat detection and 
incident response

Net effect

= relative pace at which attackers 
and defenders adapt

“All offensive problems are technical problems, and all defensive problems are political problems.”
— Halvar Flake

• “political problems” = organizational problems 
• Until a new stable stage is reached, an asymmetry between attacks and defenses is likely, leading to 

greater cyber risk.
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“Mythos Shock”

Source: “How AI hackers will shake up cyber-security,” The Economist (Apr 15, 2026);
“Our evaluation of Claude Mythos Preview’s cyber capabilities,” AI Security Institute 
(Apr 13, 2026)
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AI and Data Traffic

Human Security, “The 2026 State of AI Traffic & Cyberthreat Benchmark Report” (2026)



7

AI and Agentic Data Traffic

Human Security, “The 2026 State of AI Traffic & Cyberthreat Benchmark Report” (2026)
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Agentic AI: A Changing Attack Surface

With agentic AI, the attack surface in, e.g., trading, lending, and investment may change materially

Tool permissions

Agents act with delegated 
credentials and access to systems, 
data, and payment functions

1

Chains of decisions

Multi-step autonomous actions 
can compound errors and obscure 
where control was lost

2

Unexpected interactions

Agents interact with external 
systems, tools, and other agents in 
unforeseen ways

3
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Source: METR & Redwood 
Research (2026)

Agentic AI and Cybersecurity: OpenAI/Hugging Face Incident
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Dylan Freedman, Keith Collins, New York Times (2026. 9. 25.) (reconstructed from 
a Parse report).

Agentic AI and Cybersecurity: OpenAI/Hugging Face Incident
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Responding to AI Cyber Threats

BIS, Financial Stability Institute 
(2026. 9.)
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AI Advances and Cybersecurity Challenges

▪ Management failures

• So far, large-scale data breaches have more often stemmed from management failures than from 

sophisticated hacking techniques

• Preventing breaches caused by management failures is ultimately a question of governance

▪ AI and cybersecurity

• For the foreseeable future, AI advances are likely to raise risk substantially by making vulnerabilities 

easier to discover and by expanding the attack surface

• Attacks exploiting vulnerabilities will likely move much faster than before, while defensive preparation, 

such as developing and deploying patches, lags behind, creating an asymmetry

▪ Coordination

• Attacks often take place against multiple organizations in related industries almost simultaneously → 

information sharing and coordinated defensive efforts are needed 



Thank You
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